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1
Decision/action requested

This contribution proposes to discuss the A&A between EEC and ECS/EES.
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3
Rationale

Currently, SA3 still have two key issues under discussion in the edge computiong topic, i.e.

· Authentication and authorization between EEC and ECS.

· Authentication and authorization between EEC and EES.

The main concerns focus on how to perform the authentication. 
It is proposed to use the the Server (EES/ECS) side certificate authentication using TLS + token based solution for EEC authentication, and AKMA specified in TS 33.535 [6].
The reason are as follows.

1. There is no specific security related parameter per EEC sending from the ECS/EES to EEC.

2. There is no roaming scenario defined in the TS 23.558 in Rel17.

3. AKMA is fully designed based on 5G.

Details are provided in the following clauses.

3.1 No specific security related parameter per EEC.
The following ECS services are defined in TS 23.558.
· ECS Discovery and Service provisioning (clasue 8). The EEC will get the necessary address information to establish connection with the EES(s).
· EES registration: Allowing an EES to provide information to an ECS in order to enable provisioning EES(s) to an EEC.
· Capabilities utilized by ECS
For the second and third bullets, mutual authentication will be preform, which is irrelevant of the key issue 1 and 2.

For the first bullet, the ECS may only send the vary necessary address information according to the address of the EEC. No further information is acquired by the EEC. It means that all the EECs will get the required info from the ECS without any restriction.
This is similar with the EES services.

· EES registration: providing information that can be used by the EES in Edge Computing services.
· EAS discovery: enabling entities in an edge deployment to obtain information about EAS and their available services, based on specified criteria of interest.
· EAS Registration: allowing an EAS to provide its information to an EES in order to enable its discovery by an EEC.
· Network capability exposure to EAS
For the third and fourth bullets, mutual authentication will be preform, which is irrelevant of the key issue 1 and 2.

For the first and second bullet, the EES may only send the necessary address information of the EAS, which is the public infor. No further information is acquired by the EEC. It means that all the EECs will get the required info from the EES without any restriction.
Observation1: No specific security related parameter per EEC sending from the ECS/EES to EEC.
3.2 No roaming scenario defined in the TS 23.558 in Rel17.
It is described in the clause 7.3.3.4 of TS 23.558 that roaming is out of scope of this specification.

7.3.3.4
EDN service area

A service area from which the access to the EDN is allowed. ECSPs can use LADNs, as described in Annex A.2.4 of this document, to deploy EDNs with access restricted from specific areas. When an EDN is deployed using LADN, the EDN service area is same as the LADN service area and rules specified for LADN apply to the UE, as specified in 3GPP TS 23.501 [2]. 
In a deployment using DNs other than LADNs, the EDN service area is the whole PLMN for non-roaming scenario.

NOTE 1:
The EDN service area for roaming scenario is out of scope in this release of the specification.
NOTE 2:
For the purpose of restricting the access to the EES from specific areas, ECSP can use the EES service area, which is specified in clause 7.3.3.5, even if the EDN service area is the whole PLMN.

The EDN service area may be expressed as a Topological Service Area.

For the ECS discovery scenario, SA6 has already been listed how to support the roaming issue in Rel18 SID, and the related key issue was proposed, such as S6-212047. 

Hence, AKMA fully applied the MEC case in the rel17.
3.3 AKMA is fully designed based on 5G.
AKMA is fully designed and analysed based on 5G security architecture. And no permanent ID will be exposed in any case. Hence, it is proposed to use AKMA only here.

Regarding the statements provided in the Claues 3.1, 3.2, 3.3, the Server (EES/ECS) side certificate authentication using TLS + token based solution for EEC authentication and AKMA specified in TS 33.535 are applicable for the key issue 1 and 3 in general.
4
Detailed proposal

It is suggested to take the above observation into account, and use the Server (EES/ECS) side certificate authentication using TLS + token based solution for EEC authentication and AKMA specified in TS 33.535.

